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EXECUTIVE RECORD STRATEGIC PLAN (January 15, 2006)

EXECUTIVE SUMMARY

Section 5 of Act No. 71 (2005) charged the secretary of administration and the state
archivist “to jointly develop a comprehensive strategy for the management of all records
created by state agencies.” The strategy should include analysis of current records
management programs required under 3 V.S.A. 8218; the use and management of
electronic records; and the development of records management training.

Current Records Environment

The analysis of the current records environment within agencies underscores the need for
comprehensive changes in the State’s recordkeeping practices. Surveys and interviews
revealed:

e ageneral lack of awareness of recordkeeping mandates including, but not limited
to, 3 V.S.A. 8218;

e records management, when it exists, is associated with the physical storage of
inactive records rather than with the active management of records and
information from point of creation to ultimate disposition;

e record and information management is, at best, inconsistently incorporated into
information technology decisions; and,

e training is not systematic and emphasizes strategies for storing inactive records.

The proposed strategies are prospective, emphasize consistent, point of creation
management of records, and are closely linked with the Strategic Enterprise Initiative
(SEI) recently initiated by the Agency of Administration.

Strategic Enterprise Initiative (SEI)

Based on the findings and recommendations put forth in the Vermont Institute on
Government Effectiveness, Inc. (VIGE) Report of Sept. 8, 2005, the SEI is a state
government wide effort to examine every function and business process for its
relationship to mission, its effectiveness and its efficiency. It is driven by the necessity to
control the cost of government while at the same time ensuring that government performs
its mission with improved effectiveness. Key concepts are:

e Adopting an “enterprise approach” to government; that is, developing systems
and business processes that serve the broadest possible array of similar functions
across State government;

e Taking advantage of the upcoming “retirement bubble” and ongoing turnover in
the State workforce to keenly examine how State positions are used and, through
workforce planning and workforce development, improve the utilization of the
workforce while reducing its growth;

e Making investments in information technology systems that support both the
enterprise approach and better, more efficient use of the workforce.
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The strategies proposed in this report on State records management are congruent with
those of the SEI. Indeed, an enterprise approach to records management, including both
workforce planning and development and investment in enterprise information
technology systems, is the only way in which the current disarray in this arena can be
effectively addressed.

Goal

Goal: The systematic management of information across agencies so that records and
information are effectively managed from point of creation in accordance with law with
the result that agencies:
e keep records only as long as required by law or to serve program needs, protect
rights, and assure accountability;
e provide appropriate access to public records in a timely and efficient manner.
e Uuse records as an essential business asset for service delivery and evaluation.

Summary of Strategies

1. Establish and support a records management authority function in the

Executive Branch that will:

e assign specific responsibility for compliance with 3 V.S.A. 8218 and other
recordkeeping requirements.

e establish policies for how records are created, captured, maintained, used and
disposed based on legal, regulatory, operation and strategic needs.

e work collaboratively with State Archives, Department of Information and
Innovation (DII), and Buildings and General Services (BGS) to develop common
management tools.

e establish a plan for meeting legal, regulatory, operational and strategic needs; that
IS integrated with the strategic enterprise initiative.

e establish compliance requirements that must be met by each agency or
department.

e provide office staff with access to professional records and information managers.

e systematically implement the records and information management plan
throughout every agency or department through use of recordkeeping systems,
processes, tools, services and training.

e monitor, review and update records and information policies and plans to ensure
procedures and practices support agency needs and maximize opportunities for
efficiency.

2. Form an inter-agency record and information management group to coordinate
and implement an enterprise (executive agency-wide) approach. This group
will:

e identify policies and practices that are suitable for an enterprise approach across
individual agencies and departments.

e identify where funding restrictions, unique functional requirements, or security
concerns create compelling reasons for decentralized approaches.
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e work collaboratively with State Archives, DI, and BGS to identify and select
standards and best practices most appropriate for an enterprise approach.

e establish compliance requirements that must be met by every agency or
department.

e monitor, review and update records and information policies and plans to ensure
procedures and practices support agency needs and maximize opportunities for
efficiency.

3. Coordinate with judicial and legislative branches to regularly exchange
information on records and information management issues and policies in order to
support, where practicable, an enterprise (government-wide) approach to records
and information management.

e identify records and information that are created, maintained, used, or disposed of
among more than one or all three branches of government to eliminate
redundancies and apply consistent management policies and practices where
appropriate.

e recognize opportunities for policies and standards that support the consistent
management of records and information through information sharing.
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1. Introduction

This report, written in response to Section 5 of Act 71 (2005), describes the current
complex and confusing statutory situation regarding records and information
management both in state and federal mandates; the current inadequate knowledge,
attention and resources available to address this issue, exacerbated by the increasing
dependence on information technology tools and systems that diffuse the responsibility
for records management knowledge and practice among virtually all public sector
workers; and finally proposes three recommendations as a preliminary plan of
implementation to put in place the structure to comprehensively address records and
information management in state government. Two of those recommendations focus on
the executive branch; the third recognizes and addresses the interdependence of all three
branches.

The report was prepared under the guidance of a work group established and co-chaired
by the Deputy Secretary of Administration and the Deputy Secretary of State. Key to the
process was the State Archivist, who drafted this report. Group members included, in
addition to the co-chairs and the State Archivist, members of State Archives staff and
managers from the Department of Buildings and General Services, including the Director
of the Internal Services Division and the Director of Public Records. The Secretary of
State’s Office also provided critical support for a skilled consultant who assisted in the
assessment and analysis of the current situation and the development of the
recommendations.

The work group also coordinated closely with the Court Administrator’s office, which
was similarly charged regarding records and information management for the judicial
branch in Act 71 (2005). The work group wants to acknowledge the excellent work of
that office, through its assistance by the State Archives’ staff, to develop and share the
framework for records and information management that became the basis for the work
plan to be carried out through the recommendations in this report (Appendix A).

2. Responsibility for Managing Records and Information

Vermont’s public records law (1 V.S.A. §8315-320) is linked to the constitutional
requirement that “all officers of government...are...at all times, in a legal way,
accountable to” the people. The provisions of Title 1, which apply to all branches of
government, define “public record,” set out the right of, and procedures for, access to
public records, and list 35 classes of records that may be exempt from public disclosure.
Mandates specific to records are scattered throughout the statutes®, as are additional
exemptions to public disclosure beyond those enumerated in 1 V.S.A. §317(c).? There
are an increasing number of federal requirements governing access to records, usually
associated with privacy and security concerns.

! The “official correspondence” of governors, for example, is addressed in 3 V.S.A. §4.
2 An August 2003 survey of the statutes by the State Archives identified 124 such exemptions. The survey
can be found at: http://www.vermont-archives.org/records/right-to-know/overview.html
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The responsibility of executive agency and department heads to manage their records
systematically is set out in 3 V.S.A. §218. The responsibilities for the commissioner of
buildings and general services for administering the State’s records management program
and the procedures for disposing of public records are in Chapter 11 of Title 22. The
responsibilities for managing the State’s archival records can be found in 3 V.S.A. 8117.
Information technology oversight is set out Chapter 15 of Title 22.

The myriad statutes governing recordkeeping are not always known by agency staff. In
some cases there is demonstrated confusion over the meaning of statutes, perhaps most
notably over what is an allowable charge for producing copies of public records (3
V.S.A. 8316) and over the respective mandates of the records programs (State Archives
or Public Records). Some laws are archaic; for example, the denial of filing cabinets for
not managing records (3 V.S.A. §219) is not meaningful in an information technology
environment. There is no link between statutes governing recordkeeping and
information technology (Chapter 15, Title 22).

Such issues undermine the goals for managing public records found in 3 VV.S.A. 8218(a),
notably that “public records in general and archival records in particular need to be
systematically managed to preserve their legal, historic, and informational value, to
provide ready access to vital information, and to promote the efficient and economical
operation of government.”

3. The Current Environment

An environmental scan of executive branch records revealed the absence of a framework
for systematically managing records and information. Myriad laws and procedures
govern recordkeeping exist but there is rarely an authoritative position with the
knowledge and responsibility for assuring compliance. Agency staff have genuine
concern for the records they maintain but often lack a broader understanding of agency or
inter-agency information flows and do not have access to tools that can guide effective
management practices. Where management exists it is often dependent on a caring
individual, which is cause for concern in light of the looming workforce retirement
bubble.

These barriers to effectively managing information are being exacerbated by the growing
complexity of government services, the increasing volume of information generated or
received by government, and the rapidly evolving framework of state and federal
requirements driven by privacy and security concerns.

The growing dependence on information technology is a particular area of concern as
mandates and procedures do not keep pace with technology implementation. The need for
sustained and systematic information management in order to bridge the quick cycle of
technological obsolescence is not addressed in current system design nor are the costs
and procedures needed to preserve the authenticity and accessibility of electronic records
consistently applied.
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While the state has spent many millions of dollars on the purchase, implementation, and
upgrading of information technology, little has been spent on analyzing the creation,
maintenance and management of the records within those technologies. Consequently
there are increasing costs for IT systems that do not recognize recordkeeping
requirements. These costs can be from IT systems that fail in whole or in part to meet
business requirements to increasing litigation over access to databases, e-mail and other
electronic formats. Without addressing information, IT is just technology and the goals of
increased effectiveness in workflow and service delivery will remain difficult to achieve.

The problems Vermont is facing are not unique and are nicely summarized in a 2004
federal report on the barriers to the effective management of government information:*

e Records and information are not managed as agency business assets.

e Records management is not viewed as critical to agency mission. It is either not
incorporated into business processes, or not incorporated early enough,
particularly as those processes are automated.

e Marginal support for records management has led to a lack of training, tools, and
guidance for all staff within agencies.

e The records management and information technology disciplines are poorly
integrated within agencies.

The congruence of record and information management with information technology
issues is underscored by the shared concerns and approaches between this report and
those expressed in the September 2005 report of the Vermont Institute on Government
Effectiveness. These include identification of common:

Barriers:
e Dispersed Infrastructure (no global view of information; persistence of
information “silos”)
e Lack of coordinated planning
e Low overall investment in information management/technology
e Enterprise knowledge sharing is hidden

Approaches:
e Enterprise management (global approach)
e Systems approach
e Top to bottom review of business processes, personnel functions, and customer
requirements to identify process changes and service improvements

® Electronic Records Policy Working Group, “Barriers to the Effective Management of Government
Information on the Internet and Other Electronic Records: A Report to the Interagency Committee on
Government Information” (June 28, 2004).
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4. Strategic Plan for Addressing Executive Agency Records

Given the historic absence of systematic record and information management and the
current lack of a recordkeeping culture that can sustain good management practices the
plan should be implemented in phases. The following recommendations focus on the
initial phase of supporting record and information management as integral to the
functions and business processes of executive agencies. The actual steps within the
strategic plan are provided as Appendix A.

The three initial recommendations are:

e to establish information and records management as a high level function with
authority to guide the integration of, and make improvements to, records
management among all executive agencies;

e to create an inter-agency body for the exchange of information on recordkeeping
analyses and solutions resulting in a consistent enterprise approach within
executive agencies that is implemented and supported,

e to coordinate, where appropriate, research and development of an enterprise
management system across branches of government.

The three recommendations are interdependent. Appendix D provides a graphical
representation of how the recommendations fit together.

4.1 Establish and support a single records and information management authority
function in the Executive Branch.

Description: Records and information management (RIM)* is the systematic management
of records and information in accordance to law; in support of business processes and
operational needs; and in a manner that preserves their authenticity and accessibility,
from point of creation to ultimate disposition. It is based on the systematic analysis of
laws and other record mandates, workflows, and the creation and use of records and
information. This analysis should precede and be incorporated into system design so
records are managed from point of creation (particularly, but not exclusively, in an
electronic record environment it is expensive and often ineffective to retroactively apply
management requirements). A break out of the RIM function is provided as Appendix B,
while knowledge requirements for RIM professionals are included as Appendix C.

In the past records were managed by secretarial and other support staff, often through
central files. The introduction of IT into offices has decentralized the management of
records by eroding secretarial and clerical roles. In effect, everyone is now a “records
manager”, responsible for the creation and maintenance of their own records.

While there are numerous laws, procedures and other requirements in place, the absence
of an authoritative position with direct responsibility for RIM means these mandates and

* Records have content, context and structure and are created or received as part of an agency’s business
transactions. Consequently they are evidence of those transactions. Information is a broader term and can
embrace databases, certain web presentations and other, primarily electronic, formats.
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analyses are largely unknown and unimplemented. Record officers, identified under 3
V.S.A. §218, often lack the authority, resources or training to create and sustain an RIM
program. They rarely have input into IT development and their role is primarily limited to
preparing records for transfer to the record center.

Recommendation: Establish and support a single authoritative RIM function within the
executive branch. The function would guide the implementation and enforcement of
records management strategies, policies and procedures, including requirements for
archiving information maintained in electronic format, particularly in the planning,
design, and operation of information systems. The RIM function should be linked to SEI
implementation.

Timeline: A records and information management position will be established within the
executive branch during FY 07.

4.2 Form an inter-agency record and information management group to coordinate
and implement an enterprise (executive branch-wide) approach.

Description: To ensure that consistent and effective records and information management
policies and practices are established throughout the executive branch, it is important that
representatives of the major executive branch organizations work together, under the
leadership of the single authority, to develop a framework for planning, implementing,
and evaluating RIM initiatives across the executive branch. In the current environment
executive branch entities lack a larger view of records and information flows or issues
resulting in ad hoc, agency or department-specific responses. The study by the Vermont
Institute on Government Effectiveness, Inc. noted that, “Unfortunately there is no one
person or office responsible for aggregating and sharing best practice behaviors and
process improvement results across state government. Each “silo” of government is
largely left to learn, gather, spend, report and consider opportunities for organizational,
technological and process changes by itself.”>

Recommendation: Form an inter-agency record and information management group,
consisting of agency heads, charged with managing their records under 3 V.S.A. 8218, or
their managerial level designees, and led by the single records management authority, to
coordinate and implement an enterprise approach to RIM. This group shall identify and
support enterprise opportunities; identify and consistently manage records that are shared
across agency/department boundaries; and share and evaluate best practices and other
work products related to RIM. The group should work collaboratively with the State
Archives, BGS, and DIl to appraise records/functions, identify standards, and otherwise
support RIM requirements.

Timeline: Inter-agency group will be formed during the second half of FY 07 or early FY
08, contingent on the implementation of step 4.1.

® Vermont Institute on Government Effectiveness, Inc, “Summary of Change Recommendations’
(September 8, 2005). The “heterogeneous” or “silo” nature of government information and information
systems was previously noted in the Vermont Information Strategy Plan launched by the administration of
Governor Richard Snelling in 1991.
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4.3 Coordinate with judicial and legislative branches to regularly exchange
information on records and information issues and policies in order to support,
where practicable, an enterprise (government-wide) approach to records and
information flow, policies and practices.

Description: While the “separation of powers” is often referred to and invoked, the three
branches of government are not cut off from one another; in fact, they interact
continuously and necessarily. Records and information routinely cross from one branch
to another (the inter-play between Child Support Services and the Family Court is but one
example). They also share common work flow practices and recordkeeping mandates.
Often, however, they are unaware of these common records, mandates, and workflows.
In preparing this report, cases were discovered where confidentiality requirements
understood and applied within one branch were unknown or unrecognized by other
branches that receive those records as part of their own processes. In another situation
one branch destroyed records, unaware that data from those records was used by another
branch for federal reporting requirements. There are numerous cases of the redundant
preservation or reformatting (microfilming or scanning) of identical records within each
branch. In other words there is little or no communication across the branches of
government on the consistent management of identical records.

Recommendation: Establish a mechanism that ensures coordination of RIM activities
across all three branches of government. Coordination includes information sharing on
RIM activities and best practices; identification of records and information subject to
inter-branch sharing with a goal of eliminating redundancies and assuring consistent
recognition of legal requirements; where appropriate, adopting enterprise policies,
procedures and practices. An inter-branch group of high level RIM professionals, similar
to the one proposed for the executive branch above in the first recommendation, should
be considered. The group should work collaboratively with the State Archives, BGS, and
DIl to appraise records/functions, identify standards, and otherwise support RIM
requirements, when appropriate.

Timeline: Contingent on steps 4.1 and 4.2 and the parallel work being done in the judicial
and legislative branches an inter-branch working group will be created in late FY 07 or
early FY 08.

It is noteworthy to point out that these three recommendations are sequential and that the
success of each succeeding one depends in significant part on the effective
implementation of the preceding one. Taken together, they form a concentric structural
strategy through which the State can address current problems and challenges that it faces
in records and information management.

The mandate for this study included a request for recommending “any statutory changes
that will reduce the amount of records maintained and stored by state agencies.” First,
regarding the reduction of stored records, the proposed management plan should
accomplish some reductions among records currently maintained and stored by agencies
by developing and clarifying policies governing the disposition of records (for example,

Act No. 71 8 5 (2005) 9



EXECUTIVE RECORD STRATEGIC PLAN (January 15, 2006)

in developing elements of this plan for executive agencies and the judiciary the Archives
frequently found that 30% to 60% of the records in post-1970 files were being
unnecessarily preserved or reformatted). Second, and more important, implementation of
the plan is necessary in order to more thoroughly understand both the scope and impact
of current state and federal records statutes and also to provide for a deeper and more
enlightened consideration of statutory changes needed to achieve the goal of effectively
managing records and information for the long term.

5. Conclusion

It is important to be clear that the plan laid out in this report is focused on the future, both
immediately and for the long term. It is a prospective plan; it is imperative that the State
change its practices and implement sound records management now and moving forward.
Only after there is a well developed, implemented and institutionalized records
management system in place can we reasonably turn back to sorting through the last 75
years of accumulated records. What is required is that the present poor state of affairs in
this arena be addressed thoughtfully and thoroughly, across all of state government. The
plan proposed will move us toward that goal.
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